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KEVIN V.RYAN (CSBN 118321)
United States Anomey

EUMI L. CHOI (WVBN (722)
Chief, Cnmunal Division

KYLEF. WALDINGER (ILSB 6238304)
Assistant United States Attomey

450 Golden Gate Avenue, 11th Floor
San Francisco, Califorma 94102
Telephene: (415) 436-6830
Facsimile: (415) 3$36-7234
Anomeys for Pla-innff
UNITED STATES DISTRICT COURT

NORTHERN DISTRICT OF CALIFORNIA

OAKILAND DIVISION

UNITED STATES OF AMERICA, ) No. CR 04-40119 DLf
)
Plainniff, )

) PLEA AGREEMENT
’ %

) Oakland Venue

ROBERTLYTTLE, }
)
Defendanr. )
)

I, Robert Lyitle, and the United States Attorney’s Office for the Northern District of
Califormua (hereafter “the government™) enzer :nto this writien plea agreement (the “Agreement”)
pursuant to Rules 11{c)}1)(A) and 11(c){1)(B) of the Federal Rules of Criminal Procedure:

The Detendant’s Promises

1. I agree 1o plead gwlty to Counts One through Five of the captoned indictment.
Count One charges me with unauthonized transmission of a program 1o protected compuaier,
recklessly causing damage, n violanon of 18 J.S.C. §§ 1030(a)(5)(A)(31), 1030(a)(5HBI(i) & (v)
& 1030(c)(4)(B). Counts Two and Four charge me obraining information without autherizanon
from a government computer, in violanon of 18 U.S.C. §§ 1030{a)(2)(B) & 1030(c)(2)(B)(ii).

Count Threc charges me with unanthonzed wransmussion of 4 program to protected compurer,

PLEA AGREEMENT
CR 04-40119 DLJ




10
1l
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

28

intentionally causing damage, in violauon of 18 U.S.C. §§ 1030(a}(5)(A)1), 1030()(5)(B)() &
(v) & 1050(c)(4)(A). Count Five charges me with unauthorized access of a non-public computer
of the Unated States, in violation of 18 U.S.C. §§ 1030(a)(3) & 1030(¢)(2)(A).
Count Ore (18 U.S.C §8 1030(a)(5)(A)(i), 1030(a)(S)B)(1) & (v) & 1030(c)(4)(B))

lagree that the elements of the offense and the maximum penaliies for unauthorized
transrussion of a program to protected computer, recklessly causing damage, are as follows:
(1) the defendant intentionally accessed a compuler without authonzarion; (2) as a resull of the
defendant’s access, the defendant recklessly caused damage; and (3) either (a) the impairment of
the system resulted in losses 1o one or more persons rotaling at least $5,000 in value at any ume
during a one-year period or (b) the computer damaged was used by or for a govemment entity 1n

furtherance of the administration of justice, national defense or national security

a. Maximurmn prison sentence 3 years

b. Maximum fine $250,000

c. Maximum supervised release term 3 years

d. Mandatory special assessment $100

e Restitution As ordered by the Court

Counts Two and Four (18 U.S.C. §§ 1030(a)(2)(B) & 1030(c)(2)(B)(ii)

I agree that the elements of the offense and the maximum penalties for obtaining
mformarion without authorization from a government computer are as follows: (1) the defendant
mrentionally accessed a computer without authorization or in excess of anthorized access; (2) the
defendamt thereby obtained information from any deparunent or agency of the United States; and
(3) the offense was cornmined in furtherance of any criminal or tortious act in violation of the

Consnmution and laws of the Uniied Srates or of any State.

a. Maximum prison sentence 5 years

b. Maxmmum fine $250,000

c Maximum supervised release term 3 years

d. Mandatory special assessment %100

S Resntution As ordered by the Coun
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Count Three (18 U.S.C §§ 1030(a)(5)(AYE), 1030()(5)(BY) & (v) & 1030(c)(4)A))

[ agree that the elements of the offense and the maximum penalties for unanthorized
transimission of a program 1o protected compuler, intentionally cansing damage, are as follows:
(1) the defendanr knowingly caused the transmission of a program, a code, a command or
information 1o a computer; (2) as a result of the transmission, the defendant mtentionally caused
damage withous authonzation; and (3) either (a) the impairment of the data, systern or
information resulted in losses to one or more persons fotaling at least $5,000 in value ar any time
during a one-year period or (b) the computer damaged was used by or for a government entity n

furtherance of the admimstration of justice, national defense or national securiry.

a Maximum prison semence 10 years

b. Maximum fine $250,000

C Maximum supervised release term 3 years

d. Mandartory special assessment $100

¢ Restrunon As ordered by the Court

Count Five (18 U.S.C. §§ 1030(a)(3) & 1030(c)(2)(A))
] agree that the elements of the offense and the maximum penalties for unauthorized
access of a non-public computer of the Urnted States are as follows: (1) te defendant
intentionally accessed without authorization a nanpublic computer of a department or agency of
the Umnited States; (2) the camputer was used for or by the Government of the United States: and

(3) the defendanr’s conduct affected thar use by or for the Government of the United Srates.

a. Maximum prison sentence 1 year

b Maximum fine $100,000

c. Maxirum supervised release term 1 year

d. Mandarory special assessment $25

e Restimution As ordered by the Cournt

[ understang that, because [ am pleading guilty to more than one count, the Court may order the

sentences on those counts Ta run consecutively.

2. [agree that T am guilry of the offenses 1o which I will plead guilty, and [ agree that
PLEA AGREEMENT
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the following facts are rue: On Apnl 26, 2002, without authorization, I intentionally accessed a
computer system of the Department of Defense, Defense Logistics Agency, Defense Logisnes
Informanon Services (DLIS) m Banle Creek, Michigan T admut that the DLIS was a United
States Government agency, and thar the computer system that 1 accessed was used by the DLIS in
furtherance of the admmnistranon of Justice, national defense or national security After accessing
the DLIS computer system, I downloaded confidential information from thar system for the
purpose of defacing the Web site located ar www tricareonline.osd.mil by posting the
wnformanon to that Web site. As aresult of my access to the DLIS computer system, I knowingly
altered the DLIS compurer system.

After | downloaded the confidennal information from the DLIS computer system, I then
gained access without authorization To a computer system of the Deparmment of Defense, Office
of Secretary of Defense, Office of Health Affairs (OHA) in San Antonio, Texas. | used compurer
files containing the confidential mnformation from the DLIS computer system, and other
computer files, 1o intentionally deface a Web site hosted on the OHA computer systen,
www.rricareonline osd.mil. I defaced the OHA Web site on or about April 26, 2002.

On Apnil 23, 2002, without authorization, 1 mrentionally accessed a non-public computer
system of the National Aeronauntics and Space Administranion’s (NASA) Ames Research Center
(ARCQC), located at Moffent Field, Califorrua. I admit that NASA ARC was a United States
Governmenr agency and that the NASA ARC computer system that [ accessed was used by o1 for
the United States Government My initial access to the NASA ARC computer system was for
the purpose of oblaining informanon relating 10 members of NASA’s Astrobiology Institute in
order 1o deface the Web site located at web89.arc.nasa. gov by posting the information 1o that
Web site. Larter on the same day, I accessed the NASA ARC computer system and posted files
contaimng the Astrobiology Insutute information, and other computer files, 1n order to
intentionally detace the Web site located at web99. arc.nasa.gov. By performing these acts, I
atfected the United States Government’s use of the NASA ARC computer sysfem.

Each of the compurer systems that I accessed was connected to the Internet and,
accordingly, wis used in interstate communication. | performed all of the actions described
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above while using a computer located in my home at 141 Golf Club Road, Pleasant Hill, Ca.

As aresult of my actions, numerous Deparment of Defense and NASA employees spent
nme applying proper security measures io the DLIS, OHA, and NASA ARC computer systems
and otherwise addressing the inrusions. The total loss (as defined in 18 U.S.C. § 1030(e)(11))
due to the agencies’ efforts and due 10 the damage (as defined in 18 U.S.C. § 1030(e}(8)) that ]
caused 1o the three computer systems was $65,288 — $13,052 with respect 1o the OHA computer
system; $48,771 with respect to the DLIS computer system; and $3,465 with respect 1o the
NASA ARC computer sysiem. [ admit thar all of these costs were incurred within a one-year
pened I also agree thar the Court will consider as relevant conduct the damage that I caused to
other government computer sysiems as a result of similar defacements that § performed,
including an April 30, 2002 intrusion to the computer system of the Department of Encrgy’s
Sandia National Laboratory. Those damages totaled $5,893. The 1otal amount of damages
1dennfied above 1s $71,181. | agree that this is the amouns that should be used 10 determine the
loss amount pursuant to U.8.S.G. § 2B1.1.

1 admit that I commired all of the offenses to whach I am pleading guilty while I was
under a enminal justice sentence. Specifically, in 2000, [ was prosecuted in Conwa Costa County
Juvenile cowrt for tampering with compulter systems, in violation of California Penal Code
§ 502(c)(4) On or about November 2, 2001, I admitred both charges of the indierment in that
case. In or abour February 2002, I was sentenced 1o two years’ probarion. Accordingly, [ was
sull on probation and under a ciminal justice sentence when I committed the offenses to which I
am pleading guilty 1agree, therefore, that my criminal histary category under the Umred States
Sentencing Guidelines should be calculated at least as cnminal history category I

Finally, as ] have expressed in the past, my intent in performung all of the actions
desenibed above was 10 alert the United States Governmen to flaws in its cyber-secunty. Asl
have stated before, I accessed the above computer systems solely for the purpose of exposing
known secunity vulnerabilities within the United States Government’s information infrastructure
by means of obraining sensitive informarion and posting 1t on the World Wide Web as part of

whart | referred 1o as Operation Inform and Operanon Fareign Threal.
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3. I agree 10 give up all rights that I would have if I chose to proceed 1o mial,
including the nghts to a jury mial with the assistance of an attorney, to confront and cross-
eXxamine government WImesses; o remain silent or testify; 1o move 1o suppress evidence or raise
any other Fourth or Fifth Amendment claims; 10 any further discovery from the government; and
1o pursue any affirmative defenses and present evidence.

4. [ agree 10 give up my right to appeal my convictions, the judgment, and orders of
the Court [ also agree to waive any right I may have 10 appeal my sentence.

5 ['agree not 1o file any collateral atrack on my convictions or sentence, including a
petition under 28 UL.S.C. § 2255, ar any time in the furure after | am sentenced, except for a claim
that my constututional right to the effective assistance of counsel was violared.

6 Lagree not to ask the Court to wathdraw my guilry pleas ar any time afier they are
entered.

7 I agree that the Court will calculate my sentencing range under the Sentencing
Guidelines. Tunderstand that the Court, while not bound to apply the Guidelines, must consulr
those Guidelines and take them into account when sentencing. I agree that regardless of the
sentence that the Court wmposes on me, I will not be entitled, nor wil T ask, 1o withdraw mny
gty pleas [ agree 10 the following supulations regarding Sentencing Guidelines calculations. I
also agree that [ may, pursuant to the Senrencing Guidelines, ask for other adjustment to or

reducnion in the offense level or for a downward departure from the Guidelines range:

a. Base offense level, US.S.G. § 2B1.1; 6
b. Amount of loss berween $70,000 and $120,000,

U.S.S.G. § 2B1 1(bY(IXE): +8
c. Acceptance of responsibihity

(If Imeet the requirements of

U.S.8G. §3E1.1): -2
d Adjusted offense level 12

[ agree thar a sentence within the Gundeline range derermined by the Court will be reasonable.
8 In rerurn for the govemment’s promises set out below, I agree 1o pay restitution 1o

the United States m an amount 10 be set by the Court, but in no event less than $71,181. [
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undersrand that the United States District Court for the District of Columbia has previously

ordered the defendant in the case captioned Unized States v. Bemamin Srark, CR 04-195, 10 pay

restturion in the amount of (1) $13,052 for the damages 10 the OHA computer system;

(2) 510,061 for the damages 10 the DLIS computer system; and (3) $5,893 for the damages to the
Sandia National Laboratory computer sysiem, 1n addition to other restitution. Accordingly, with
respect 1o these amounts for these computer systems, 1 understand that my restitution hability
will be Jomt and severa] with Benjamin Stark. [ agree that I will make a good faith effort to pay
any fine, forfelrure or restitunion [ am ordered 10 pay. Before or after sentencing, ! will, upon
request of the Court, the government, or the U.S. Probarion Office, provide accurate and
complete financial information, submir swom statements and give depositions under oath
concerming my assets and my abiliry 1o pay, ssarender apy assers [ obtained as a result of mmy
crimes, and release funds and property under my conwo] 1 order to pay any fine, forfeiture, or
resttution. I agree to pay the special assessment at the nme of sentencing.

9. Tagree not to commit or attempr to commit any crimes before sentence 15 imposed
or before [ surrender 1o serve my sentence. [ also agree not 1o violate the terms of my prerrial
release (1f any); intentionally provide false information to the Court, the Probanon Office,
Pretrial Services, or the government; or fail 1o comply with any of the other promises I have
made n this Agreement [ agree thai, 1f I fail 10 comply with any promises I have made in this
Agreemenl, then the government wall be released from all of its promises in this Agreement,
mncluding those set forth in paragraphs 12 through 13 below, but I will not be released from my
guilry pleas.

10 [ agree that this Agreement contains al} of the promises and agreements between
the government and me, and I will not claim otherwise in the future.

11, L agree that this Agreement binds the U.S. Antorney’s Office for the Northemn
District of Cahfornia only, and does not bind any other federal, state, or local agency.

The Governrnent’s Pramises

12, The government agrees not 1o file or seek any additional charges against the

defendant that could be filed as a result of the invesugation that led 1o the captioned indictment.
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13 The governmenr agrees 10 recommend the Guidehnes caleularions set our above.

The Defendant’s A ffirmarions

14. Iconfirm that I have had adequate time to discuss this case, rthe evidence, and rhis
Agreement with my attorney, and thar he has provided me with all the legal advice thar ]
requested.

15, Iconfirm that while | considered si gning this Agreement, and at the time | signed
i, I was not under the mfluence of any alcohol, drug, or medicine.

16 [ confirm thar my decision 1o enter guilty pleas is made knowing the charges that
have been brought agamst me, any possible defenses, and the benefirs and possible demiments of

proceeding ro tial. I also confirm that my decision 1o plead guilry is made volunranly, and no

one coerced or threalened me o enter into this Agreement.

Dated: 3 N\ .0 %//2: ﬂ/?%
ROBERT LYTTEX
Defendant

KEVINV.RYAN
United States Attomey

EF. WALDINGER
sistant United States Antormn

pated: =71/ 2005

1 have fully explained 10 my client all the nghts that a criminal defendant has and al] the

terms of this Agreement In my opuion, my client understands all the terms of this Agreement
4nd all the rights he 15 giving up by pleading guilty, and, based on the mfonmation now known 1o

me, hus decision to plead guilry is knowing and volunary.

Dated- ‘?A (//2 OSS

OMAR FI ROH}(
Attorniey for D dant

PLEA AGREEMENT
CR 04-40119 DLJ 8




	00000001
	00000002
	00000003
	00000004
	00000005
	00000006
	00000007
	00000008

